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ABSTRACT

KEYWORDS

Dark Net Marketplaces (DNMs), online selling platforms on the dark web,
constitute a major component of the underground economy. Due to the
anonymity and increasing accessibility of these platforms, they are rich
sources of cyber threats such as hacking tools, data breaches, and
personal account information. As the number of products offered on
DNMs increases, researchers have begun to develop automated
machine learning-based threat identification approaches. A major chal
lenge in adopting such an approach is that the task typically requires
manually labeled training data, which is expensive and impractical. We
propose a novel semi-supervised labeling technique for leveraging
unlabeled data based on the lexical and structural characteristics of
DNMs using transductive learning. Empirical results show that the pro
posed approach leads to an approximately 3-5% increase in classifica
tion performance measured by F1-score, while increasing both precision
and recall. To further improve the identification performance, we adopt
Long Short-Term Memory (LSTM) as a deep learning structure on top of
the proposed labeling method. The results are evaluated against a large
collection of 79K product listings obtained from the most popular
DNMs. Our method outperforms the state-of-the-art methods in threat
identification and is considered as an important step toward lowering
the human supervision cost in realizing automated threat detection
within cyber threat intelligence organizations.

Dark net marketplaces;
cyber threats;
semi-supervised labeling;
transductive learning; deep
learning; long short-term
memory; threat detection

Introduction
Dark Net Marketplaces (DNMs) are rich sources of information about malicious cybersecurityrelated products, including tools, manuals, tutorials, and personal and financial accounts infor
mation. In recent years, the number of DNMs and the illegal products they host have increased
constantly; their estimated turnover rose from $15-17M in 2012 to $150-180M in 2015 [60].
Cyber threat intelligence companies (e.g., Symantec, Splunk, FireEye, and McAfee) monitor the
content of the dark web on a daily basis to identify and prioritize potential cyber threats as
a crucial task in their operational intelligence process. Manual identification of these threats is
prohibitive and takes a considerable amount of human analysts’ time. Threat Identification is an
integral part of Cyber Threat Intelligence [10]. Common cyber threats include malware, data
breaches, or any other means of harm to an individual or organization in cyberspace.
We refer to malicious cybersecurity-related products in DNMs as “cyber threats” in this
research. Figure 1 provides a screen capture of a product listing for hacking tools available at
one of the most frequented markets, AlphaBay (e.g., Botnets, Exploits, Ransomware, etc.).
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Figure 1. Listings of hacking products in a popular Dark Net Marketplaces (DNM).

Figure 2. Editable ransomware for sale on the same marketplace.

Figure 2 depicts an editable ransomware and its corresponding information advertised
on the same market (product description, seller name, payment method, quantity, etc.).
DNMs host a variety of cyber threats, as summarized in Table 1.
Threat information is intrinsically perishable. The information is only valuable if it is
obtained in a certain period of time [18]. As a result, threat intelligence can lose its value
within days or even hours [18]. This suggests that we need automated methods that can
identify potential threats with minimum delay. Machine learning techniques appear to be
a promising approach for automated threat identification [38, 45, 49]. However, two major
challenges remain for leveraging machine learning techniques to this end. First, to learn
a task, most machine learning methods need to be supervised by humans who provide
a significant number of instances of ground-truth data (also known as labels) during the
training process, which makes supervised learning labor-intensive. Because most of the
content obtained from DNMs is originally unlabeled, manual labeling of DNM records
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Table 1. Common major threats in Dark Net Marketplaces (DNMs).
Threat Category
Description
Ransomware
A type of malware that demands a ransom in exchange for some stolen functionality such as
accessing encrypted data on the victim’s hard drive [19,31].
Zero-day
Packages for exploiting vulnerabilities that have not been announced publicly by the software
Attacks
manufacturer [9].
Keyloggers
Tools that track the keystrokes on the victim’s keyboard in a covert manner with malicious intent [43].
DDoS Attack
Software packages that conduct Denial of Service attacks on servers.
Tools
SQL Injection
Tools that manipulate insecure databases by attaching malicious scripts to information retrieval
Tools
queries.
Mobile Malware Other types of malicious software targeted at mobile operating systems such as Android and iOS [21].
Personal
Including breached personal and bank account information of victims.
Accounts
Notes: DDOS, distributed denial of service; SQL, structured query language.

requires expensive human labor and expertise. The lack of labeled data in web applications
[70] makes it impractical to directly apply supervised learning techniques to detecting
cyber threats. Second, automated detection approaches (including machine learning) need
to minimize false positives and false negatives to increase threat detection performance.
However, false positives and false negatives tend to be antagonistic, which means efforts to
reduce one of them often increases the other. This issue is not easily addressed in many
application domains, including cyber threat identification.
To address the first challenge, the unlabeled data can be leveraged to improve the
performance of classification tasks using semi-supervised learning [63, 72] which is charac
terized by learning in the presence of both labeled and unlabeled data [72]. Semi-supervised
learning requires significantly less data because it can learn from underlying patterns in
unlabeled data. This results in a sizable cost reduction for training the machine learning
method. To address the second issue in threat identification, state-of-the-art machine learning
approaches such as deep learning [36] can be enhanced to reduce false positives and false
negatives. Accordingly, this study aims to propose a new approach that can:
(1) Effectively leverage the lexical characteristics (e.g., threat-related words such as
“hack”) and structural characteristics (e.g., predefined product categories in
a platform such as “hacking tools”) characteristics of DNM data for semisupervised labeling to improve the classification performance and reduce the
need for human labeling, and
(2) Reduce false positives and negatives for cyber threat identification tasks by devel
oping Deep Long Short-Term Memory (LSTM) on top of the proposed semisupervised labeling technique.
The proposed approach contributes to an important first step towards reducing the cost
associated with human supervision within cyber threat intelligence organizations. At
a managerial level, this study aims to facilitate operational intelligence in these organiza
tions by providing a framework that can benefit from unlabeled data, which is often
readily available as opposed to limited human-labeled data in the cybersecurity domain.
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The organization of the paper is as follows. The second section provides a literature
review of cyber threat intelligence, semi-supervised labeling, and deep text classification
techniques. The third section details our proposed method. The fourth section is
devoted to the experimental evaluation of the proposed method on a large dataset
extracted from popular dark net marketplaces. The fifth section describes the managerial
implications of the proposed method as well as the implementation considerations in
cybersecurity organizations. Finally, the sixth section includes the conclusion and
possible future directions.

Literature Review
Given the mentioned objectives, first, we review recent cybersecurity information
science (IS) research to position our research among other cybersecurity studies.
Second, cyber threat identification in the dark web is reviewed to understand the current
threat identification methods. Next, we explain the use of transductive learning as
a method of semi-supervised labeling for effective use of unlabeled data in DNMs with
the goal of improving the classification performance of supervised models. Then, we
review text classification using deep architectures to gain knowledge of deep learning
text classification as an emerging method that is considered to be the state of the art in
many fields [36]. Finally, we describe Long Short-Term Memory (LSTM), a state-of-theart deep learning method in text classification that is closely related to our proposed
method.
Recent IS cybersecurity research
To position our study, we recognize recent cybersecurity studies in three mainstream IS
journals, including MIS Quarterly, JMIS, and ISR during the past four years. We build on
the taxonomy given by Hui et al. [24], and categorize these studies into three main IS
streams: Security compliance and users’ behavior [1, 11, 25, 44, 61, 62], security risk
management [2, 3, 23, 30, 59, 64, 67, 68], and predictive security analytics [7, 8, 38, 49, 56].
Table 2 provides a research taxonomy, which is not meant to be exhaustive. Rather, it aims
to reflect the current state of the art within IS discipline.
While the first stream of research mainly focuses on the behavior of individuals who
interact with cybersecurity systems, the second stream targets mitigation of the risk
associated with cybersecurity threats and decisions. Unlike the first and second streams,
which mainly focus on building descriptive, explanatory models to understand cyberse
curity-related phenomena, the third stream of research tries to build statistical machine
learning models to predict a variable of interest based on the characteristics of the
cybersecurity data. However, given that these statistical models often learn from examples,
most of the studies in this IS stream require human supervision, often manifesting in the
form of constructing cost-sensitive, hand-crafted, labeled datasets for model training.
Within the predictive security analytics, semi-supervised models can be used to signifi
cantly reduce the need for human-labeled datasets by being able to learn from “unlabeled”
data as well as labeled data. This forms the focus and the contribution of our study in
regards to other cybersecurity IS research (Figure 3).
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Table 2. Selected recent cybersecurity research taxonomy from mainstream is publications.
Category
Security compliance and users’
behavior

Security risk management

Year Author(s)
2018 Moody
et al.
2018 Vance et al.
2017 Jensen
et al.
2017 Wang et al.
2016 Chen and
Zahedi
2016 Anderson
et al.
2019 Yue et al.
2018
2018
2017
2017

Predictive security analytics
(Supervised Learning)

2017
2017
2016
2019
2019
2017
2016
2016

Focus
Unification of extant behavioral models for security compliance
[44]
Studying users’ habituation to security warnings [61]
Mitigating phishing attacks by user security training [25]
Understanding behavioral responses to phishing attacks [62]
Studying user behavior in dealing with online security threats
[11]
Reasons for users’ habituation to security warnings [1]

The effect of discussions in hacker forums on DDoS attack
victims [68]
Benaroch
A model for proactive risk mitigation in cybersecurity
investments [3]
Karhu et al. Securing software resources to prevent exploitation from hostile
firms [30]
Temizkan
The impact of software diversity on network security risk [59]
et al.
Yang et al. Applying operational risk management to the security of
financial organizations [67]
Hui et al.
The impact of law enforcement on deterring DDoS attacks [23]
Angst et al. Reducing the incidence of security data breaches [2]
Wolff
Studying the effect of cyber defense tools in firms’ security [64]
Sun Yin
De-anonymizing the transactions used by cybercriminals in the
et al.
dark web [56]
Benjamin
Guidelines for designing predictive models for cybersecurity
et al.
research [7]
Samtani
Designing a malware source code classification system [49]
et al.
Li et al.
Designing a text mining framework for key seller identification
in cyber carding community [38]
Benjamin
Designing a computational framework to identify key
et al.
participants in hacker communities [8]

IS Cybersecurity Research

Descriptive and Explanatory
Security Analysis

Security Compliance and Users’
Behavior
[1,11,25,44,61,62]

Security Risk Management
[2,3,23,30,59,64,67,68]

Predictive Security Analytics

Supervised Learning (strong
reliance on human labeling)
[8,7,38,49,56]

Semi-supervised Learning (weak
reliance on human labeling)
[Focus of Our Study]

Figure 3. Position of our study among IS cybersecurity research.

Cyber threat identification in the dark web
Prior work on cyber threat identification within the dark web can be classified based on the
targeted dark web platform, including hacker forums, carding shops (platforms for selling
stolen financial information such as bank accounts), Internet Relay Chat (IRC) platforms
(anonymous message boards), and dark net marketplaces. A branch of studies focuses on
enabling data collection and conducting descriptive analytics in all platform types [6, 15].
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Their goal is to identify the main data sources of cyber threats on the dark web. A major
stream of relevant studies focuses on cyber threat detection within hacker forums [13, 47, 49,
50]. Schäfer et al. [50] and Portnoff [47] identify cyber threat topics such as botnets or exploits
and aim to discover their trends within hacker forums. Samtani et al. [49] use Support Vector
Machine (SVM) for classifying malware source codes or forum posts and, then, find the
dominant topics in each of the malware categories using topic modeling. Similarly, Deliu et al.
[13] identify the relevant posts to cybersecurity in forums and apply topic modeling to
discover the main topics discussed by hackers. Some other studies [4, 5, 58] use neural
language models to gain insight into the language used by hackers in writing the forum
posts and communicating with each other. Also, some studies focus on identifying key hackers
in IRC channels [8, 52] and carding shops [37, 38]. To the best of our knowledge, the work of
Nunes et al. [45] is the only study that focuses on threat identification in dark net market
places. The study uses SVM as the classifier and co-training as a semi-supervised labeling
technique and includes approximately 11K products, of which 25% (roughly 2,870 samples)
were manually labeled. The results showed that even though using co-training results in
increased recall (a normalized measurement of false negatives), it also leads to the reduction of
precision (a normalized measurement of false positives) as an undesirable side effect. While
our proposed approach requires only approximately 3% (1,678 samples) of the data to be
labeled manually, it increases both precision and recall simultaneously. This is important from
the practical point of view in cyber threat detection scenarios, where it is desirable to reduce
the number of falsely identified threats as well as the number of false negatives.
Semi-supervised labeling through transductive learning
Most prior classification techniques are supervised learning methods and cannot be
directly trained on the unlabeled DNM data. Under certain conditions, using unlabeled
data in the learning process can lead to better results than supervised learning [26, 63].
Transductive SVMs (TSVMs) have yielded promising results in text classification as a way
to leverage unlabeled data [53, 54]. We propose a TSVM based algorithm for automated
labeling of the DNM data. The proposed algorithm labels the entire DNM dataset as
a preliminary step in order to boost the performance of the proposed supervised LSTM.
The algorithm is discussed in Section 3. Here we highlight the main concepts of TSVM.
Joachims [26] explored the use of TSVM, as an extension of SVM, in text classification
through rigorous analysis. SVM uses convex optimization to obtain the optimum hyper
plane that separates data objects (web documents in our case) into two classes, positive or
negative. In the case of cyber threat detection, positive be a cyber threat, and negative
would be a non-threat. Unlike regular SVM, TSVM optimizes a non-convex constrained
problem, which provides TSVM with the flexibility to learn from unlabeled data through
an iterative process. The TSVM iterative algorithm works best when the ratio of positive
samples (cyber threats in our case) in the unlabeled data is known.
Figure 4 contrasts the decision hyperplanes for inductive and transductive SVMs. The
decision hyperplane obtained by transductive SVM (solid line) leads to a better separation
of positive and negative examples (denoted by + and -) compared to the hyperplane
obtained from regular SVM (dashed line). TSVM leverages unlabeled samples by testing
the different combinations of assigning labels to unlabeled data and selecting the feasible
combination that minimizes the cost function defined in section 3-1.
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Figure 4. The comparison of hyperplanes in inductive and transductive classification (image from
Joachims, 1999 [26]). The + and – signs denote positive (cyber threat) and negative (non-threat)
data objects, respectively, while dark circles represent unlabeled samples. The dashed line shows the
decision hyperplane for inductive learning with possible misclassified unlabeled samples. The solid line
depicts the decision hyperplane for transductive learning.

Text classification using deep learning architectures
Recent use of deep learning architectures in text classification has led to the advent of the stateof-the-art method in this application field. The success of deep learning architectures is mainly
owed to their ability to eliminate the manual and tedious feature engineering necessary for
traditional (non-deep) machine learning approaches. Properly applied, a deep learning
classifier could, for example, distinguish illegally copied software, hacking tools, and stolen
credit card information, which may not be found through using traditional machine learning
approaches. Here we summarize important studies in this area based on the input granularity
(i.e., sentence or document) as well as the deep learning method that was employed.
Larochelle and Bengio [35] used Restricted Boltzmann Machines (RBMs) for document
classification in a semi-supervised setting. Liu [40] used RBMs to extract high-level features
from a document for the subsequent application of SVM. Finally, Zhou et al. [71] used RBMs
for unsupervised feature extraction in a Deep Belief Network to conduct sentiment classifica
tion on a document. Some studies conduct the analysis at the sentence level [14, 32, 55]. [14]
utilized Convolutional Neural Network (CNN) for sentiment classification. Socher et al. [55]
introduced Recursive Neural Tensor Network to accomplish the same task. In Kim [32], the
author designed a general-purpose architecture for seven different common Natural Language
Processing (NLP) tasks including text classification. CNNs have also shown promising results
in text classification at the document level. Johnson and Zhang [28] applied the convolution
layer directly to the high-dimensional text without use of word embedding. The authors in
Ebrahimi et al. [16] used the same approach to identify predatory chat conversations. Lai et al.
[34] adopted CNN in a recurrent structure and Zhang et al. [69] applied CNN on character
inputs and achieved promising results on eight large-scale datasets including 3.65M Amazon
reviews. Recurrent neural networks, specifically LSTM and Gated Recurrent Units (GRUs),
have been shown to outperform the other deep learning methods in several text classification
tasks. Liu et al. [39] employed LSTM in a multi-task learning setting to accomplish subjectivity
and sentiment analysis. Tang et al. [57] used GRUs to aggregate sentence-level sentiments to
obtain classification at document level. Finally, Johnson and Zhang [29] introduced the
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application of region embedding and LSTM to achieve the state of the art on several text
classification benchmark datasets.
Among deep learning methods previously discussed, recurrent neural networks includ
ing LSTM are capable of handling time dependencies in sequential data such as text [20].
As a result, LSTM outperforms other deep learning methods in text sequence modeling
and text classification domain [29]. LSTM was originally introduced by Hochreiter and
Schmidhuber in their seminal work [22] as a variant of recurrent neural networks. It aims
to remedy the problem of vanishing or exploding gradients in backward propagation of
errors during the training of RNNs [22]. Bidirectional LSTM is a variant of LSTM in
which the output at time t also depends on the future inputs in the sequence in addition to
the previous inputs [51]. Gated Recurrent Unit (GRU) is another variant that simplifies
the LSTM memory cell by removing the output gate and replacing the input and forget
gates with update and reset gates [12].
Here we describe the basic LSTM and in Section 3 we describe our improved algorithm
for the cyber intelligence application domain. Gating is a major component in LSTM and
is embedded in a network unit called memory cell, which mimics “memorizing” and/or
“forgetting” the effect of the current input signal in the current time step. Figure 5 shows
the original structure of a memory cell. The figure was reconstructed from Hochreiter and
Schmidhuber [22] with minor changes.
Figure 5. (left) A LSTM Network with one hidden layer and two memory blocks. (right)
An enlarged memory cell with two gates. (Image was reconstructed based on Hochreiter
and Schmidhuber, 1997 [22] with minor changes.)
In Figure 5, Sc denotes the current state. The loop-back arrow shows that the memory
cell may forget (or take into account) its state in the previous time step by adding it to the
current input (i.e., gyin ) in order to prevent the error from decaying when it needs to be
propagated. We adapt an LSTM architecture proposed by Johnson and Zhang [29] and
describe our architecture in Section 3.
Research gaps and questions
Informed by the LSTM’s analytical merits in processing sequential data such as text, next
we discuss the relevant LSTM literature in IS to identify potential research gaps. Recurrent
neural networks and specifically LSTMs have recently been used by IS scholars mainly in

Figure 5. Proposed cyber threat identification design.
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health care and social media analytics [41, 65, 66]. Liu et al (Forthcoming) utilize LSTM to
identify medical terms in YouTube videos. Xie et al. [65] use LSTM to process usergenerated textual content on WebMD. Finally, Xie and Zhang [66] employ LSTM to
process Medicare patients’ hospitalization data. Common in all of these studies, manual
data labeling is a challenge in training the LSTM in a supervised manner. Due to the high
cost, such a tedious process is often performed on small sets of instances and does not
leverage the underlying knowledge embedded in the widely accessible unlabeled data.
Similarly, within text classification literature, most studies rely on conventional supervised
learning with manually labeled data. It is useful to leverage unlabeled data via semisupervised learning in order to reduce the training cost.
Also within the cyber threat detection domain, prior research has focused on cyber
threat detection in hacker forums and carding shops. It is also necessary to be able to
identify cyber threats in dark net marketplaces. Given these identified gaps, our research
aims to address the following research questions:
(1) Can we leverage unlabeled DNM data to improve cyber threat classification
performance?
(2) Does applying a deep learning-based classifier on the DNM data lead to further
improvement of the classification results?
Motivated by these questions, in this study, we propose a deep learning framework
based on a novel deep learning method that benefits from semi-supervised labeling for
cyber threat detection in the dark web. The novelty of our approach is twofold: 1) to
our knowledge, our proposed approach is the first semi-supervised deep learning
method for cyber threat detection. 2) We contribute to the text classification literature
by enhancing traditional supervised LSTM to semi-supervised settings. Finally, we
contribute to the cybersecurity IS knowledge base by providing a framework that
can alleviate the cost associated with acquiring human-label data for building analy
tical models on sequential data as an important task for realizing operational intelli
gence. In the next section, we present our proposed design to address the questions
previously mentioned.

Proposed cyber threat identification design: A transductive and deep
learning approach
Our research design is composed of four main steps as shown in Figure 6. The first two
steps are discussed in Section 4-1. Here we focus on the main two components of our
proposed method: the proposed semi-supervised labeling through transductive learning
and threat identification via deep bidirectional LSTM networks. While both components
aim to improve the performance of automated cyber threat detection, they are motivated
by different purposes: the first component is intended to leverage the knowledge from
unlabeled data. However, the role of the second component is to leverage expensive
human-labeled data to the fullest extent. We detail the underlying process for each of
these two components in the following subsections.
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Figure 6. Proposed cyber threat identification design.

Semi-supervised labeling
Given the success of TSVM in semi-supervised learning, we are motivated to provide
a text labeling algorithm using TSVM as an underlying semi-supervised labeling method,
which can subsequently be employed to complement advanced supervised text classifica
tion techniques with the ultimate goal of improving the performance of automated cyber
threat detection. Unlike inductive SVM, TSVM solves a non-convex constrained optimi
zation problem to maximize the margin in the presence of unlabeled data. Let L and
U denote the number of labeled and unlabeled samples, respectively. Let yi denote the
labels of labeled samples. We used the following TSVM objective function as described in
Sindhwani and Keerthi [53]:
!
�
L
U � 0
�
P
0 P
0
1
λ
min λ2 w2 þ 2L
l yi ; wT xi þ 2U
l yi ; wT xj
w
i¼1
j¼1
(1)
�
�
��
u
P
1
T 0
subjectto : U max 0; sign w xj
¼r
j¼1

The first two terms in the minimization are the same as classic SVM. λ is the regulariza
tion parameter and l is a loss function; W is the weight vector; y’i is chosen from {+1,-1} as
the label of unlabeled data; and λ’ controls the influence of unlabeled data. The mini
mization problem is subject to the constraint that the fraction r of the unlabeled data must
be classified as positive. Even though both λ and λ’ can be tuned by cross-validation, there
is no formalized way to estimate r [53]. However, the choice of r is crucial to the quality of
semi-supervised labeling. We denote the estimated parameter as ^r. We exploit lexical and
structural characteristics of DNM data to develop domain-specific heuristics for estimat
ing this important parameter.
Heuristics
Structural and lexical characteristics of DNM data can lead us to powerful heuristics about
content. We developed two heuristic functions based on the lexical and structural char
acteristics of document d in the DNM dataset. We design the heuristics to complement
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each other. As a general property, the structural heuristic helps reduce false negatives, and
the lexical heuristic helps reduce false positives. We define each heuristic as follows.
Webpage structure heuristic (H1: Structural heuristic). An example of a listing category
was shown in the left navigation bar in Figure 1. This heuristic leverages the listing
structure of a product’s webpage. It labels d as negative if it is listed in a category that
is not related to cybersecurity. For example, it is not likely that cyber threats are found in
the listing of drugs or arms. As a result, H1 is highly reliable in identifying negative labels.
Sellers tend to advertise their products in relevant listings to maximize visits. Therefore, it
is reasonable to assume that H1 helps avoid false negatives. However, applying H1 may
produce many false positives because it simply labels all documents that appear in listings
such as digital goods as positive. Thus, it is necessary to design another heuristic to lower
false positives.
Keyword matching heuristic (H2: Lexical heuristic). Let w be a hand-curated list of
cybersecurity-related keywords (the list is attached as Appendix 1). Let Nw;d be the
number of words in w that appear in document d. The occurrence of at least k � 0
elements of w in d indicates that it is related to cybersecurity (k denotes the number of
security-related keywords that appear in d). Accordingly, this heuristic labels d as positive
if and only if Nw;d � k, and as negative if otherwise. If k is large enough, the heuristic
would be conservative enough that no false positives are allowed. As a result, unlike H1 ,
H2 can be designed to reduce false positives.
Heuristic design and robustness. To circumvent introducing extra parameters to the
learning process of our approach, we avoid designing complex structural and lexical
heuristics. Despite the simplicity, throughout our evaluations, we show that the defined
heuristics perform well in practice. Robustness of these heuristics against adversarial
measures, which could potentially be taken by sellers to bypass automated threat identi
fication, needs to be justified. The adversaries often do not have control over the structural
heuristic since the structure is designed by the platform administrator. However, they can
attempt to mislead the lexical heuristic by adding irrelevant keywords to the description of
the products they aim to sell on the market. To justify the robustness of our lexical
heuristic against adversarial measures, we draw on an important property of DNMs,
which is the significant authority of the moderator or administrator in approving the
advertised products after they are submitted by sellers [46]. As one of their main roles,
moderators aim to facilitate the keyword-based product search for buyers, and thus they
often do not allow sellers to add irrelevant keywords to their product description. Even if
an adversary tries to include irrelevant keywords in their descriptions to distort the
defined lexical heuristic, these changes would often be counteracted by administrators
or moderators, based on the rules of the market. If a seller insists on performing such
actions they are very likely to be banned from posting their products on the market [46].
Overall, the robustness of the heuristics against the adversarial input changes is an
important aspect that needs to be taken to account in designing automated cyber threat
detection approaches.
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Parameter estimation
As noted in Section 3-1, having a viable estimate of the ratio of positive instances in
unlabeled data (i.e., parameter r) is crucial to semi-supervised labeling. Hence, we aim
to estimate this parameter in our proposed semi-supervised labeling process. The
labeling process begins with applying the described heuristics on unlabeled data
sequentially, as illustrated in Figure 7. The output of the heuristic functions is used
as an intermediary result to estimate parameter r based on Algorithm 1.
TSVM uses the estimated parameter as well as a small subset of the data (3% in our
case) that has been labeled by experts to produce labels for unlabeled data. The
resulting labeled data is used to train a Deep LSTM network in a supervised manner.
Algorithm 1 details the semi-supervised labeling procedure proposed for labeling the
DNM dataset.
Algorithm 1. Semi-supervised data labeling using heuristics and TSVM
Input: Original corpus D (composed of labeled and unlabeled data)
Output: labels for unlabeled documents in corpus D
\\Initialization: (steps 1 and 2)
1. Let DL � D and DU � D denote the expert-labeled and unlabeled subsets of the
dataset D respectively.
2. Define the heuristic functions H1 and H2 as already discussed to process document
d 2 D.
neg

3. Apply H1 to DU and obtain the labeled dataset DH1. Construct subset DH1 � DH1 ,
with the negative samples obtained from applying H1.
neg

4. Apply H2 to DU DH1 and obtain the labeled dataset DH2 . Construct subset
pos
DH2 � DH2 , with the positive samples obtained from applying H2.
5. Train TSVM classifier with setting the ratio of positive samples in unlabeled data
D

pos

r ¼ DH2
and using the combination of expert-labeled and unlabeled subsets
U
fDL [ DU g.
6. Apply the obtained model on the rest of the unlabeled data points (i.e.,
neg
pos
DU DH1 [ DH2 ) or any other validation set.
Given the sensitivity of TSVM to the choice of r, in practice, it is very useful to
have information about the optimal r so that choosing non-viable values can be
avoided. To this end, knowing the lower bound of r can be very valuable to the
success of semi-supervised labeling. It can be shown that the estimated r in our
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Figure 7. Data labeling based on transductive SVM.

approach leads to the lower bound for the optimal value of r under mild assumptions
(see Appendix 1).
To test the empirical validity of the estimation method, we applied our parameter
estimation method to the DNM dataset. Since r is a ratio, it ranges between 0 and 1. First,
we obtain r� , the pseudo-optimal value of r, by exhaustively testing all the possible values
with 2-digit precision (100 tests). Then, we compare the estimated value obtained from the
method (^r) to the optimal value (r� ). We expect the estimated value to be reasonably close
to the optimal value. We also expect the estimated value to be less than the optimal value
since it is the lower bound of r� . Note that exhaustively testing the values for r is
significantly time-consuming and impractical. Here we conducted such an expensive test
merely to show the empirical validity of our estimation.
By applying Algorithm 1 on the DNM dataset, the unlabeled data is estimated to
contain 14,636 positive samples and 44,258 negative samples. The estimated r would
14:636
be ð14;636þ44258
Þ ffi 0:248.
Figure 8 shows the changes in the classification accuracy of TSVM for different values
of r with 2-digit precision. We see that the optimal value of r is0:25; while the method
estimated ^r ¼ 0:248. This shows that the proposed parameter estimation method yields
results that are comparable to the optimal value.
Being equipped with this estimation, we proceed to the next step of threat identification
via a deep LSTM network (see the steps shown in Figure 6).
Threat identification and ranking
As shown in Figure 6, after semi-supervised labeling, we adopt a variant of deep bidirec
tional LSTM to perform threat identification on the DNM dataset. The labels obtained
from the semi-supervised labeling process are used as the input of our LSTM architecture
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Figure 8. Changes of accuracy for different values of r with 2-digit precision: The estimated value is
significantly close to the pseudo optimal value.

which in turn outputs the probability of being a cyber threat. As noted in Section 2-4,
LSTM is the state of the art for sequence classification. In our architecture, the input to
LSTM is the sequence of words obtained from associated product descriptions on DNMs.
Inspired by Johnson and Zhang [29], we remove input and output gates and customize the
LSTM for the threat identification task as follows.
�
ft ¼ tanh W f xt þ U f ht 1 þ bf
g ct ¼ ct 1 � ft þ gt ) ht ¼ tanhðct Þ
(2)
gt ¼ tanhðW g xt þ U g ht 1 þ bg Þ
where ft and ht denote the output of the forget gate and hidden state, respectively; and gt
denotes the hidden state of the memory cell calculated based on the current input and the
hidden state in the previous time step. The current cell state (ct) is calculated based on the
element-wise multiplication of the output of the forget gate and previous cell state. W and
U are weight matrices, and tanh is the hyperbolic tangent function used as the nonlinear
activation function [20]. For input z, tanh is calculated as follows:
tanhðzÞ ¼ ðexpðzÞ

expð zÞÞ=ðexpðzÞ þ expð zÞÞ

(3)

The choice of tanh as activation function is discussed as a hyper-parameter in
Section 4-2-1.
Figure 9 depicts the bidirectional LSTM architecture that we adopted for the purpose of
threat identification in dark net marketplaces.
The input documents are encoded as one-hot vectors in which the presence or absence
of a word is denoted by one or zero, respectively. The LSTM layer comprises two chains of
100 memory cells linked in opposite directions. The pooling layer aggregates the hidden
states produced by the LSTM layer. Consistent with Goldberg [20] and Johnson and
Zhang [29], we used max pooling as the most common pooling operation to get the most
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Figure 9. Threat identification network architecture.

salient information across the hidden states emitted from LSTM layer. Finally, the output
layer receives the salient information about the product descriptions and classifies the
document as threat or non-threat. The LSTM network is trained on the data obtained
from the described semi-supervised labeling method. The final classification output can be
viewed as a score that represents the extent to which a product is a cyber threat. The
LSTM output can be ranked to eliminate the results with low scores.

Method evaluation
In this section, we discuss the data collection process and evaluate our proposed method
on the collected data. To the best of our knowledge, the collected dataset is the largest
among the threat identification research on dark net marketplaces. Using this dataset, we
design several experiments to evaluate the effectiveness of our model versus several stateof-the-art benchmark methods. We verify that the proposed semi-supervised labeling
method improves the classification performance of supervised learning schemes such as
SVM and LSTM. We also show that the proposed deep LSTM network architecture is able
to leverage the labeled data to yield superior threat identification performance.
Data collection and testbed
Nine dark net marketplaces were identified, including the most popular markets at the
time of this study. The markets were selected from top markets in deepdotweb.com,1
a reputable dark net news website. Seven of these markets were in English. As analyzing
multilingual content of the Dark Net Markets [17] is out of the scope of our study, we
focused on the English markets to construct our testbed. A web crawler was designed and
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implemented for traversing the onion links (a common type of network address in hidden
web) in a breadth-first manner. The crawler incorporates several techniques to circumvent
anti-crawling measures in dark net marketplaces. The crawler can resume the crawling
process by loading the state in which it is terminated. It is also capable of waiting for
a user’s response to access CAPTCHA-protected contents. Finally, it leverages random
waits between retrievals to avoid revealing any discoverable pattern on web servers. We
store the raw data obtained by the crawler in a local file system for further version tracking
and indexing purposes as suggested in Benjamin et al. [6].
Data pre-processing
The DNM webpages stored in the file system are parsed to obtain product descriptions,
product reviews, vendor descriptions, and vendor reviews. Parsed documents are stored in
a relational database. Product descriptions contain the major cues about threats in dark net
marketplaces. Therefore, we use product descriptions to build our research testbed. The
product descriptions were pre-processed by tokenization, character normalization (e.g., con
verting to lower-case), and conversion to UTF-8 encoding [29]. These pre-processing steps
aim to ensure that arbitrary ways of writing the same word will be treated identically and the
text is suitable for input into the subsequent learning algorithms. Table 3 summarizes our
testbed obtained by applying the described pre-processing steps. The dataset is available at
https://github.com/mohammadrezaebrahimi/JMIS-DarkNetMarketData.
In the processing step, null and non-valid values, as well as duplicate products cross-posted on
different markets, are eliminated. Table 4 shows the label distribution of the dataset after
preprocessing.
Experiments
Given the aforementioned dataset, we designed three main categories of experiments in
order to evaluate our proposed method. The first experiment includes the state-of-the-art
Table 3. DNM dataset.
Market Name
Valhalla
Dream Market
Hansa
Alphabay
Minerva
SilkRoad3
Apple Market
Total

No. of Products
12,192
25,602
14,149
25,118
683
813
877
79,434

No. of Sellers
497
723
513
1,577
N/A
641
112
> 4,063

Collection Date
Oct. 21, 2016
Jan. 05, 2017
Nov. 18, 2 016
Jan. 12, 2017
Nov. 28, 2016
Jan. 02, 2017
Nov. 13, 2016
-

Table 4. Distribution of labels in the DNM dataset
Category

Description

Label

Labeled
data

Labeled by human expert for the purpose of training via crossvalidation
Randomly selected from the entire population and labeled by human
expert for the purpose of validation
The majority of the data is unlabeled.

Pos.
Neg.
Pos.
Neg.
-

Unlabeled
data

No. of
Docs
464
1,223
31
101
58,878

Total No.
%
of Docs
1,687
~2.78%
132

~0.22%

58,878

~97.0%
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benchmark methods used in recent cyber threat detection studies. For comprehensiveness,
we did not limit this category to methods that have been used in IS discipline. These
methods, which utilize only human-labeled documents in their training process, include
common machine learning algorithms such as k-Nearest Neighbors [13], Random Forest
[47], SVM [47,49], as well as advanced deep learning methods such as CNN [13], and LSTM
[17]. Consistent with text classification literature, common machine learning algorithms use
weighted term frequency as their input features, while deep learning methods use the raw
text sequence as their input [29]. The second category uses the human-labeled data along
with the unlabeled data through transductive learning. The third category pertains to our
proposed approach, which leverages TSVM labels for unlabeled data in addition to the
human-labeled data via LSTM. We adopt F1-score, a widely accepted performance measure
in information retrieval and text classification tasks [42], which has also been widely used in
IS studies for cyber threat detection [38, 49]. Table 5 summarizes the evaluation results.
Statistical significance of the evaluations was conducted via pair-wise t-test between the
performance obtained from the proposed method and each benchmark method (Table 6).
In our experiment environment, the University of Arizona’s high-performance
computing cluster, El-Gato, was used for running the proposed LSTM network on
NVIDIA Kepler K20X GPU with 2,688 CUDA cores and 6GB of memory. Sindhwani’s
implementation2 of TSVM was used for TSVM tests. The LSTM implementation in the
Context3.0 library [27] was used for LSTM tests. In terms of computational burden,
Table 5. Performance comparison of SVM and LSTM with/without using TSVM labels.
Experiment Category

Method

Without semi-supervised k-NN
labeling
LR
Random Forest
SVM
CNN

LSTM
Direct use of unlabeled
data by TSVM

TSVM
(Sindhwani,
2006)

With semi-supervised
labeling

TSVM+LSTM
(Our proposed
approach)

Parameter Settings*
Number of neighbors:
3
Regularization
Parameter: 1000
Number of trees: 1500,
Max tree depth: 120
Nu = 0.1, kernel =
linear
# of convolutional
layers = 2, # of
neurons: 64 and 128, #
of max pooling layers
= 2, activation = ReLU
Number of cells: 500,
activation: Tanh, layer
type: bidirectional
Optimization method
= Deterministic
Annealing, ratio of
positive samples in
unlabeled data = 0.28,
regularization
parameter = 0.001
Number of cells: 100,
activation: Tanh, layer
type: bidirectional

Learning
Scheme
Supervised

Performance on Validation Set (%)
Accuracy Precision Recall
F1Score
81.82
64.00
51.61 57.14

Supervised

87.88

68.29

90.32 77.78

Supervised

87.88

67.44

93.55 78.38

Supervised

91.67

76.32

93.55 84.09

Supervised

89.39

69.77

96.77 81.08

Supervised

91.67

75.00

96.77 84.51

Semisupervised

93.18

77.50

100.00 87.32

Semisupervised

94.70

83.33

96.77 89.55

Note: Only parameters that led to the best results for each method are shown. Numbers in bold are the best performance.
k-NN, k-Nearest Neighbors; LR, Logistic Regression; SVM, Support Vector Machine; CNN, Convolutional Neural Network;
LSTM, Long Short-Term Memory; TSVM, Transductive Support Vector Machine.
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Table 6. P-values obtained from t-test on F1-score, accuracy, precision, and recall for comparing the
proposed method (LSTM + SVM) against the benchmark methods.
F1-score
Accuracy
Recall
Precision

<
<
<
<

k-NN
0.001***
0.001***
0.001***
0.001***

<
<
<
<

LR
0.001***
0.001***
0.001***
0.001***

Random Forest
< 0.001***
< 0.001***
< 0.001***
< 0.001***

<
<
<
<

SVM
0.001***
0.001***
0.001***
0.001***

CNN
< 0.001***
0.003**
< 0.001***

LSTM
< 0.001***
0.006**
< 0.001***

TSVM
< 0.001***
0.009**
< 0.001***

Note: - The corresponding method has a higher or equal value, and thus the null hypothesis cannot be rejected.
*p < 0.05. **p < 0.01. ***p < 0.001.

training the proposed model involves both CPU (for TSVM) and GPU (for LSTM).
Conducting TSVM for more than 60,000 data points in our dataset requires less than
2GB of memory for less than 0.2 hours on a 3.3 GHz Intel CPU. Conducting the LSTM
training requires less than 3GB of memory for less than 0.3 hours on a GPU with the
aforementioned specifications. The prediction time for each data point is in the order of
milliseconds suggesting that the trained model can be used in real-time settings. Based
on this empirical analysis, the computational cost of training and prediction is highly
affordable with commodity hardware in a timely manner.
When semi-supervised labeling is not used (i.e., the baseline), LSTM (F1 = 84.51%)
outperforms linear SVM (F1 = 84.09%). Also, leveraging the unlabeled data through
Algorithm 1 improves the classification performance by almost 3% (from 84.09% to
87.32%). In addition, using the described LSTM architecture on the results obtained from
algorithm 1 leads to another two-percent improvement (from 87.32% to 89.55%). The
results of conducting t-test on multiple runs (n = 10) of our algorithm against the bench
mark methods show that the performance gain is statistically significant (Table 6). It is
observed that using the proposed semi-supervised labeling improves the classification
performance of both SVM and LSTM by approximately 3% and 5%, respectively. Note
that since the same random seeds were used for cross-validation in all experiments, the same
data instances were chosen in each fold across all experiments. Otherwise, the results may
not be comparable due to the inconsistent assignment of different samples to each fold. It is
also worth mentioning that when the LSTM uses the labeled data obtained by the afore
mentioned semi-supervised labeling, the number of required memory cells decreases from
500 to 100, implying that the proposed method facilitates learning with simples models.
We note that cyber threat detection in DNMs often entails a non-severe form of data
imbalance (e.g., the ratio of positive to negative instances is 1 to 3 in our case). Although
we found that this does not prevent the algorithms from leaning in our application
domain, it is very important to recognize that accuracy cannot be a viable performance
measure in this domain due to data imbalance. As a result, scholars have suggested using
the harmonic mean of precision and recall, F1-score, which is not sensitive to the data
imbalance [38, 49].
To gain a better insight into the performance improvement in the presence and
absence of unlabeled data, we compute and compare the area under the receiver
operating characteristic (ROC) curve in addition to F1-scores. Figure 10 compares the
performance of LSTM networks with and without semi-supervised labeled data in terms
of the area under the ROC curve. The ROC curve indicates the true positive rate versus
the false positive rate and is a common method of evaluating the performance of
a binary classifier. Ideally, the area under curve should be close to 1. By leveraging the
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Figure 10. The area under ROC curve for LSTM Network without (left, 0.94) and with (right, 0.96) semisupervised labeling. The area has increased by 2% through using the proposed labeling method.

unlabeled data, the area under curve has increased from 0.94 to 0.96. Considering the
relatively large number of products available in DNMs (hundreds of thousands), and the
potential cost caused by these threats, 3% and 2% increase in the classification accuracy
and AUC can potentially translate to saving millions of dollars for companies and
individuals whose systems and customers can be affected by these threats if not dis
covered and mitigated in early stages.
Finally, to investigate the quality of the training process in LSTM we illustrate the
changes in train/test error versus the number of iterations as a parameter of LSTM
learning. Figure 11 compares the reduction of squared error with and without using semisupervised labeling. In the absence of semi-supervised labeling, the ultimate test error is
about 0.1, while it reduces to approximately 0.05 by using the semi-supervised labeling
method. This error reduction during training can signify the increase in classification
accuracy using the proposed method, which implies the prevention of a sizable financial
loss in the long term.
Practical considerations for model training and parameter selection
In this section, we discuss significant practical considerations in model training. It is critical
that machine learning models are generalizable and perform well on unseen data that is not
provided in the training process. To ensure the generalizability of the model, it is important to

Figure 11. The test error for LSTM Network without (left) and with (right) semi-supervised labeling. The
final test error reduced from 0.1 to 0.05 in the presence of semi-supervised labeling.
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tune the parameters (e.g., the kernel choice in SVM, learning rate in LSTM) as well as the
hyper-parameters (e.g., number of neurons and type of activation functions in LSTM) in
a process known as ‘rotation estimation’ or ‘k-fold cross-validation’ [33, 48]. This process
involves a systematic choice of k 1 training and one testing sets to avoid overfitting (i.e.,
memorizing the input patterns). Consistent with machine learning and cyber threat detection
literature [49], in our experiments, models were trained using 10-fold cross-validation. Within
machine learning literature, Kohavi (1995) shows that k ¼ 10 is the best choice for ensuring
the generalizability even if computation power permits choosing higher values for k. It is also
shown that choosing k to be smaller than 10 could lead to obtaining biased models (i.e., with
low generalizability). One hyper-parameter that can drastically affect the quality of training is
the type of activations for neurons in the LSTM architecture. Activations are non-linear
functions that determine whether a neuron should activate during the training process.
While a large variety of activation functions exist, two families of activations are most
commonly used in deep learning tasks [20]: 1) Rectified Linear family, including traditional
ReLu, and Leaky ReLu, and 2) logistic family, including Tanh and Sigmoid. While the first
family of activations has shown promise in image processing and computer vision applications,
the activations in the second family are more common for recurrent deep architectures that
process sequential data such as LSTM. Among the logistic family, Tanh is often preferred over
sigmoid in LSTM architectures [20] due to its ability in carrying the gradients (partial derivative
of the error) in long input sequences. This property is helpful in avoiding a common learning
issue known as “vanishing gradients” that often occurs with sigmoid activation. Given the
results form cross-validation, we found that Tanh activation function provides the best
accuracy in our case, which is consistent with the literature.

Discussions and empirical examples
To demonstrate the benefits of the proposed method in practice, we demonstrate the
output of our model and compare it to our baseline for several examples sampled from the
validation set. Table 7 shows two examples with financial themes that have been success
fully identified as threats or detrimental products. The first product is a carding tool that
facilitates making fake credit/debit cards in order to withdraw cash from victims’
accounts. The second product is a collection of breached bank account information
from one of the largest banks in the United States. The closer the predicted value for
a product is to 1, the more likely that it is a detrimental product.
Even though one can interpret any predicted value greater than 0.5 as a potential threat,
a good model would assign higher (closer to one) predicted values to highly potential
threats and lower predicted values (closer to zero) to non-threats. The above examples
show that the model is able to assign numbers close to 1 to highly potential cyber threats
such as bank accounts’ information and carding tools, which is a desirable outcome in this
application domain.
To further illustrate the benefits of the proposed method in practice, we investigate the
examples that our proposed model is able to identify correctly while the SVM model
cannot. Table 8 illustrates examples of detrimental products that SVM cannot identify, but
our method is able to identify.
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Table 7. Examples of correctly identified detrimental products. Predicted values close to 1 indicate
higher probability of being a threat.
Product Description Excerpts

Explanation

“THE CARDER’S HOLY GRAIL -Antidetect 6.5 -Fraud
Browser -Socks5/Proxy+VPN -List of Bins -Worth
$550! This is what you need if you plan on making
any money from carding. If you want to be
a Professional Carder and raise your success rate
100% then you need this software. This software
will make you card like a professional and you will
be able to have a much higher accept rate. Stop
wasting money!!!!! Stop Wasting your cards!!!!
[…]”
“*Paypal* Bank of America Account Logins $500+
balance
Once payment has been made and confirmed,
you will receive these details: Username and
password, account name, last 4 digits of account
number, summary. […]
HIGHLY recommended to use the account with
the linking and instantly confirming to a PP
account (must be a USA based PP) and adding $
from the account to PP or checking out using PP
and the bank account as payment method (if the
PP is setup correctly for this feature)”

The seller offers a customized “safe” tool that is
specifically designed to conduct credit card
fraudulent activities.

The vendor provides breached bank accounts. Cyber
criminals can monetize the information via
performing fraudulent transactions.

Predicted
Value
0.83

0.87

Table 8. Examples of threats that the baseline method cannot identify but the proposed method is able
to identify.
Error Type

Product Description Excerpts

Explanation

True
SVM’s
Our
Category Response Method’s
Response

False negative

“Basic Carding for Newbies
Almost Free
By this guide I hope most of
beginners will find Answers of
their most main questions.”
“Advance Hacking Exposed
Part 6”

A beginner’s guide on how to do Threat
fraudulent activities on bank
cards and personal bank
accounts.

Nonthreat

Threat

A collection of hacking tools and Threat
guides.

Nonthreat

Threat

As seen in Table 8, the proposed approach can identify threats that have very short
descriptions. Short documents are problematic for typical bag-of-words approaches to
classify due to the very low dimension of the input and the high dimensionality of vector
space. The proposed method mitigates this problem by leveraging unlabeled data as well as
using bidirectional LSTM. The proposed bidirectional LSTM extracts more information
from short documents compared to simple bag-of-words approaches. Table 9 illustrates
examples of non-detrimental products that SVM wrongly identifies as threats, but our
method is able to correctly identify as non-threats.
The example shown in Table 9 illustrates that while the occurrence of tokens such as
“KB” and “pdf” misleads the baseline method to determine as a detrimental product, the
proposed method is able to correctly classify the document as a non-threat.
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Table 9. Example of non-detrimental products that the baseline method wrongly identifies as threats
but the proposed method is able to correctly identify.
Error Type

False positives

Product Description Excerpts

Explanation

“DO IT YOURSELF GUIDE PACK A collection of legal “Do
700+
It Yourself” e-books
773 KB → 30 Quick Fixes For
Everyday Disasters.pdf
837 KB → 4x8 Utility TrailerDrawings.pdf
337 KB → 4x8 Utility TrailerInstructions.pdf
233 KB → A Guide To Building
Outdoor Stairs.pdf […]”

True
SVM’s
Category Response
Nonthreat

Threat

Our
Method’s
Response
Non-threat

Managerial implications and implementation considerations
Our proposed method can be utilized in two main categories of organizations to help fulfill
their business missions: 1) Cyber threat intelligence organizations and 2) Identity theft
protection companies. As an integral part of their mission, cyber threat intelligence companies
(e.g., FireEye, IBM, and Symantec) monitor the content of the deep web on a daily basis to
identify and triage the potential cyber threats. Manual threat identification is time-intensive,
consuming many hours of valuable human resources (i.e., analysts). Similarly, identity theft
protection companies (e.g., LifeLock, IdentityGuard, and Experian) tackle monitoring the
dark web in order to detect and prioritize potential incidents of identity theft. At the manage
rial level, our method is an important step towards lowering the human supervision cost in
realizing automated threat detection within cyber threat intelligence organizations and iden
tity theft protection companies. Overall, given the large number of products available in
DNMs (hundreds of thousands), and the potential damage caused by these threats, the
reported increase in the detection performance can potentially translate to saving millions
of dollars for companies and individuals whose systems and customers can be compromised
by these threats if not discovered and mitigated early on.
To provide insight into the implementation and deployment of our approach within
these organizations, we highlight several important considerations. Although imple
menting the presented semi-supervised method can significantly help to alleviate the
need for manual data labeling, it is important to note that machine learning methods
often have limitations in their performance if the data pattern changes over time. In
consequence, these methods need to be re-trained to update their parameters or hyperparameters in the course of time. Consequently, it is challenging to devise machine
learning methods that are able to adjust their parameters in a dynamic manner in
order to remain effective. We also note that while in practice, it is possible to replace
the LSTM component of our method with traditional machine learning classifiers for
which enough background knowledge exists within the organization, based on the
experiments, we recommend using a family of methods that are able to account for
time dependency in encountering sequential data obtained from textual contents in the
dark web.
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Conclusion and future directions
Given the increasing popularity of online marketplaces, anonymous dark net marketplaces have
continued to evolve during the past few years. They serve as a promising source of intelligence
for proactive cyber threat intelligence. Early and effective identification of cyber threats hosted
by DNMs helps to avoid significant financial loss at organization and individual level.
We proposed a new transductive and deep learning approach that leverages the
structural and lexical characteristics of DNMs to conduct transductive learning, which
significantly reduces the need for manual labeling in this critical application domain. Our
proposed approach improves cyber threat detection by reducing the number of falsely
identified threats as well as the number of missing threats while using minimum humanlabeled data. We showed that training an LSTM network with semi-supervised labeling
yields state-of-the-art performance in this domain.
The empirical evaluation of our method on a DNM dataset reveals that unlike the recent
semi-supervised labeling technique (co-training) used for threat identification in the litera
ture, our method increases both precision and recall simultaneously. Also thanks to trans
ductive learning, our method effectively uses less than 3% human-labeled documents, while
the state-of-the-art co-training method uses almost 25% human-labeled data. The managerial
implications and implementation considerations were discussed. We believe the idea of using
semi-supervised data labeling to improve the classification performance of supervised models
and minimize manual labeling provides promising avenues for future research seeking to
classify large volumes of documents extracted from the dark web. However, devising machine
learning methods that are able to adjust their parameters in a dynamic manner still remains
a challenging task in this application domain. Another promising research direction is
developing approaches to analyze non-English dark web platforms as they can differ in
cyber threats and hacker assets they provide.
Notes
1. https://www.deepdotweb.com
2. http://vikas.sindhwani.org/svmlin.html
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Appendix 1
Here we show that the proposed approach to estimate the value of parameter r in TSVM can
provide the lower bound for the optimal value of r. This lower bound serves as a guide to avoid
choosing non-viable values for r in practice.

Assumptions
Assume heuristics H1 and H2 partition the unlabeled dataset DU and the negative docu
ments classified by H1 and H2 have zero false negative and false positive rates, respectively.
Let H1 and H2 be applied on the dataset in the same order described in steps 3 and 4 of
Algorithm 1; also, assume parameter λ0 was tuned and fixed by cross-validation.

Proposition
Let r� ¼

Pos�
Neg � þPos�

be the optimal value of parameter r in which Pos� and Neg � denote the

true number of positive samples and negative samples in the unlabeled data, respectively.
� pos �
� neg �
� neg �
Also, let PosH2 ¼ �DH2 �, NegH1 ¼ �DH1 �, and NegH2 ¼ �DH2 � denote the number of
positive/negative samples identified by each heuristic. The estimated value ^r ¼
PosH2
NegH1 þNegH2 þPosH2

is a lower bound for r. That is, ^r � r� ; ^r 2 ð0; 1�.

Proof
Under the assumption that does not produce any false negatives and when H2 does not
produce any false positives, the negative documents classified by H2 (i.e., NegH2 ) contain some
false negatives, α � 0 and, thus, contain the true number of negative samples,
Neg � ¼ NegH1 þ NegH2 α. That is,
NegH2 ¼ Neg �

NegH1 þ α

(4)
pos

Conversely, false negatives α are ideally supposed to be assigned to DH2 . That is,
PosH2 ¼ Pos�

α

(5)
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By plugging (2) and (3) into the given ratio for ^r in the proposition, we have:
^r ¼

NegH1 þ

Neg �

Pos� α
NegH1 þ α þ Pos�

α

¼

Pos� α
� r�
Neg � þ Pos�

(6)

